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WKH QXPEHU RI KDUPIXO DSSV LQ WKH IRUP RIPDOZDUHV JHWWLQJ GRZQORDGHG DUH DOVR LQFUHDVLQJ 7KHVHPDOZDUHV SHUIRUPV WKH




7KLV SDSHU SURSRVHV D V\VWHP ZKLFK ZRXOG KHOS WKH XVHUV LQ DQDO\VLQJ DQG UHPRYLQJ VXFK KDUPIXO DSSV DQG WKHUHE\
SURWHFWLQJ WKHLU VHFXULW\DQGSULYDF\7KLV LV DFKLHYHGE\DQDO\VLQJ WKHYDULRXVSHUPLVVLRQVXVHGE\DQDSSOLFDWLRQ WKDW LW KDV
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,QWURGXFWLRQ
$QGURLGLVEXLOWRQRSHQ/LQX[.HUQHO6LQFHLW LVDQRSHQVRXUFHLWJLYHVWKHRSSRUWXQLW\WRWKHGHYHORSHUVWR




PDNHSKRQHFDOOVHWF7KLVSHUPLVVLRQPRGHO WULHV WRUHVWULFWDQDFFHVVWR WKHV\VWHPVRUXVHU¶V LQIRUPDWLRQEXW LW
QHYHUWKHOHVVSURYLGHVDZD\ WRXVHRQO\FHUWDLQDOORZHGSHUPLVVLRQDFFRUGLQJ WRXVHU$XVHUZKLOH LQVWDOOLQJDQ\
DSSOLFDWLRQLQ$QGURLGSKRQHLVILUVWSUHVHQWHGZLWKWKHOLVWRIDOOSHUPLVVLRQVUHTXLUHGE\LWDIWHUZKLFKDXVHUHLWKHU
KDV WRJUDQWDOO WKHSHUPLVVLRQVRU UHMHFW LW ,IDXVHUGRHVQ¶WJUDQW WKHVHSHUPLVVLRQV LWZLOO UHVXOW LQVWRSSLQJ WKH
LQVWDOODWLRQ7KXVLQRUGHUWRLQVWDOODQGXVHDQDSSOLFDWLRQXVHUKDVWRJUDQWDOOWKHSHUPLVVLRQVWKDWDQDSSOLFDWLRQ
QHHGVDQGWKHQWKHLQVWDOOHGDSSOLFDWLRQUXQVXQGHUWKHJUDQWHGSHUPLVVLRQV






RI WKRVHPDOLFLRXV DSSOLFDWLRQV DQG WKHQ D QDwYH %D\HVLDQ FODVVLILFDWLRQ DOJRULWKP LV XVHG WR DFFXUDWHO\ FODVVLI\
ZKHWKHUDQDSSOLFDWLRQLVEHQLJQRUDPDOLFLRXVRQH7KHV\VWHPUHGXFHVWKHXVHU¶VEXUGHQRIDQDO\]LQJWKHULVNRI
DSSOLFDWLRQVDQGDOVRDVVLVWVWKHPLQPDNLQJWKHGHFLVLRQRIUHPRYLQJDQDSSOLFDWLRQWKDWLVKDUPIXO
7KH UHVW RI WKLV SDSHU LV RUJDQL]HG DV IROORZV 6HFWLRQ  SURYLGHV VRPH UHODWHGZRUN 6HFWLRQ  GHVFULEHV WKH
SURSRVHGV\VWHPLQGHWDLO6HFWLRQGLVFXVVHVLQEULHIDERXWWKHLPSOHPHQWDWLRQ,Q6HFWLRQVDQGZHGLVFXVVWKH





QXPEHU RI GRZQORDGV DQG XVHU UDWLQJ RU UHYLHZ IURP WKH $QGURLG PDUNHW  WKH DQDO\VHV RI FRPELQDWLRQV RI
SHUPLVVLRQVIRUPDOLFLRXVDSSOLFDWLRQV,QLWLDOO\DUXOHVHWLVPDGHWRGHFLGHZKHWKHUWKHFRPELQDWLRQRISHUPLVVLRQV
DUHPDOLFLRXV7KHV\VWHPWKHQUHDGVWKHSHUPLVVLRQ¶VFRPELQDWLRQVRIWKHDSSOLFDWLRQVXSRQLWVLQVWDOODWLRQDQGWKHQ
LW VHDUFKHV WKRVH SHUPLVVLRQ¶V FRPELQDWLRQV LQ WKH SUHGHILQHG UXOH VHW WR GLVWLQJXLVK WKH PDOZDUHV IURP EHQLJQ
DSSOLFDWLRQV ,Q RUGHU WR FDOFXODWH ULVN WKH V\VWHP UHWULHYHV WKH QXPEHU RI GRZQORDGV DQG XVHU UDWLQJ IURP WKH
$QGURLGPDUNHW7KH V\VWHPDVVLJQVDEDVHYDOXH IURP WRSHUPLVVLRQ¶V FRPELQDWLRQVDQGZHLJKWV WR WKHXVHU
UDWLQJV DQG GRZQORDGV 7KHZHLJKWV DUH DVVLJQHG GHSHQGLQJ XSRQ WKH QXPEHU RI XVHU UDWLQJV DQG GRZQORDGV WR
FDOFXODWHWKHULVNOHYHO7KHV\VWHPWKHQSUHVHQWVWKHULVNLQIRUPDWLRQRIWKHDSSOLFDWLRQVWRWKHXVHUXVLQJYDULRXV




FRGH DQG DSS FKDUDFWHULVWLFV WKDW SURYLGH LQGLFDWRUV RI SRWHQWLDO PDOLFLRXV DFWLYLWLHV ,Q WKLV ZRUN WKH GHWHFWLRQ
VWUDWHJ\ OHYHUDJHV WKHDSSOLFDWLRQV¶UHOLDQFHRQ WKHSODWIRUP$3,VDQG WKHLUVWUXFWXUHGSDFNDJLQJ WRH[WUDFWFHUWDLQ
SURSHUWLHVWKDWFRXOGVHUYHDVLQGLFDWRUVRIVXVSLFLRXVDFWLYLW\VXFKDVLQWHQWWRILOWUDWHVHQVLWLYHLQIRUPDWLRQODXQFK
D PDOLFLRXV SD\ORDG DW UXQWLPH RU SUHVHQFH RI HPEHGGHG VHFRQGDU\ SD\ORDG LQ WKH H[WHUQDO IROGHUV HWF 7KHVH
SURSHUWLHV WKHQ IRUPWKHEDVLV IRU%D\HVLDQFODVVLILHUZKLFK LVXVHG WRGHWHUPLQHZKHWKHUDJLYHQ$QGURLGDSS LV
KDUPOHVVRU VXVSLFLRXV ,QRUGHU WRREWDLQ WKH IHDWXUH VHWV IRUEXLOGLQJ WKH%D\HVLDQPRGHO D -DYDEDVHG$QGURLG
SDFNDJHSURILOLQJWRROIRUDXWRPDWHGUHYHUVHHQJLQHHULQJRIWKH$3.ILOHVLVLPSOHPHQWHG$IWHUUHYHUVHHQJLQHHULQJ
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DQ$3.DVHWRIGHWHFWRUVDUHDSSOLHGZLWKLQWKH-DYDEDVHG$3.DQDO\]HUWRFKHFNIRUSURSHUWLHVZKLFKDUHWKHQ
PDSSHGLQWRIHDWXUHYHFWRUVIRUWKH%D\HVLDQFODVVLILHU
$JHPDWVX + HW DO KDYH LQWURGXFHG D V\VWHP WKDW UHTXLUHV FRRUGLQDWLRQ LQ EHWZHHQ $QGURLG 26 DSSOLFDWLRQ
GHYHORSHUV DQG WKHPDUNHWPDQDJHU >@7KHSURSRVHG V\VWHP FRQVLVWV RI WKUHHPDLQ HQWLWLHV RUPRGXOHV VXFK DV
VHFXULW\PDQDJHUHYHQWQRWLILFDWLRQDQGPDUNHWPDQDJHU$VHFXULW\PDQDJHULVEXLOGLQVLGH$QGURLG26DQGLWXVHV










'RQJ-LH :X HW DO KDYH LPSOHPHQWHG D V\VWHP FDOOHG 'URLG0DW WR SURYLGH D VWDWLF DQDO\VLV SDUDGLJP IRU
GHWHFWLQJWKH$QGURLGPDOZDUH>@$VDSDUWRIVWDWLFDQDO\VLVWKHV\VWHPH[WUDFWWKHYDULRXVLQIRUPDWLRQVXFKDV
SHUPLVVLRQV GHSOR\PHQW RI FRPSRQHQWV ,QWHQW PHVVDJHV SDVVLQJ DQG $3, FDOOV IRU FKDUDFWHUL]LQJ WKH $QGURLG




OHYHO RI SHUPLVVLRQ SDLUV DQG 6' UXOHV GHILQHV KRZ WR GHWHUPLQH 6' RI FHUWDLQ SHUPLVVLRQ SDLUV $ SHUPLVVLRQ







+7KDQKKDVGLVFXVVHGYDULRXV$QGURLGPDOZDUH¶V IDPLOLHV DQGPHWKRG WR DQDO\VHV WKHP >@7KH DXWKRUKDV




+HORLVH HW DO KDYH LGHQWLILHG YDULRXV WUHQGV DQG FKDUDFWHULVWLFV RI $QGURLG ERWQHWV ZKLFK ZRXOG KHOS LQ
XQGHUVWDQGLQJWKHERWQHW¶VDFWLYLWLHVDVZHOODVGLVFRYHU\RI$QGURLGERW>@7KHIROORZLQJDUHWKHLGHQWLILHGQRWDEOH
FKDUDFWHULVWLFV RI WKH ERWQHWV VXFK DV 5HSDFNDJHG $SSOLFDWLRQV 5HFHLYLQJ &RPPDQGV 0HVVDJLQJ 6WHDO






RI SHUPLVVLRQV RU WKH DFWLRQV XVHG E\ WKH PDOZDUHV .LULQ EORFNV DOO VXFK DSSV WKDW GHFODUH ULVN\ SHUPLVVLRQ
FRPELQDWLRQVRUFRQWDLQDQ\VXVSLFLRXVDFWLRQXVHGE\DFWLYLWLHVVHUYLFHVRUEURDGFDVWUHFHLYHUV&URZGURLG>@LVD
PDFKLQH OHDUQLQJEDVHG IUDPHZRUN WKDW UHFRJQL]HV 7URMDQOLNH PDOZDUH RQ $QGURLG VPDUW SKRQHV ,W KDV EHHQ
GHVLJQHGE\NHHSLQJ WKHIDFW LQPLQG WKDWDJHQXLQHDSSOLFDWLRQGLIIHUVIURPLWV WURMDQL]HGYHUVLRQ LQ WHUPVRI WKH
W\SHVDQGQXPEHURIV\VWHPFDOOVWKDWWKH\LVVXHG&URZGURLGLVDOLJKWZHLJKWFOLHQWDSSOLFDWLRQWKDWPRQLWRUVV\VWHP
FDOOV LQYRNHGE\ WKH WDUJHWPRELOHDSSOLFDWLRQSUHSURFHVVHV WKHFDOOVDQGVHQGV WKHPWRFORXGZKHUHDFOXVWHULQJ
WHFKQLTXHKHOSVGHWHUPLQHZKHWKHUWKHDSSOLFDWLRQLVPDOLFLRXV






7KH SURSRVHG V\VWHP LV FDOOHG DV µ$QGURLG $SSOLFDWLRQ $QDO\]HU¶ EHFDXVH LW DQDO\]HV WKH LQVWDOOHG DSSV DQG
GHWHUPLQHVZKHWKHULW LVKDUPIXORUQRW$Q$QGURLG$SSOLFDWLRQ$QDO\]HU$$$LVDVHFXUHV\VWHPZKLFKKHOSV





7KH )LJ GHVFULEHV WKH V\VWHP¶V DUFKLWHFWXUH IRU $QGURLG$SSOLFDWLRQ$QDO\]HU ZKLFK FRQVLVWV RI RQH DFWRU









3.2. Permission Extraction 
7KLVPRGXOHH[WUDFWVWKHSHUPLVVLRQVRILQVWDOOHGDSSOLFDWLRQVDORQJZLWKWKHRWKHUUHOHYDQWLQIRUPDWLRQVXFKDV
DSS¶V QDPH SDFNDJH QDPH YHUVLRQ UHTXLUHG IHDWXUHV HWF WKDW FRXOG EH RI VLJQLILFDQW LPSRUWDQFH WR WKH XVHUV
3DFNDJH,QIRFODVV LVXVHG WRH[WUDFW WKHVH LQIRUPDWLRQDERXW WKHFRQWHQWVRIDSDFNDJH7KH LQIRUPDWLRQFROOHFWHG
WKURXJK3DFNDJH,QIRFODVVFRUUHVSRQGVWRDOOWKHLQIRUPDWLRQSUHVHQWLQ$QGURLG0DQLIHVW[PO
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3.3. Clustering of Permissions 
7KLVPRGXOHWDNHVLQSXWDVSHUPLVVLRQVRIHDFKDSSZKLFKZDVREWDLQHGIURPSHUPLVVLRQH[WUDFWLRQPRGXOHDQG
WKHQ DVVLJQV DQ DSS LQWR RQH RI WKHPDOLFLRXV SHUPLVVLRQ¶V FOXVWHUV RU VDIH SHUPLVVLRQ¶V FOXVWHU 7KH QXPEHU RI
PDOLFLRXVFOXVWHUVFUHDWHGLVEDVHGRQVRPHNQRZQIDPLOLHVRIPDOLFLRXVDSSV(YHU\FOXVWHUWKDWDUHFUHDWHGFRQVLVWV
































3HUPLVVLRQV6(1'B606 5(&(,9(B606 ,17(51(7 5($'B&217$&76 
&HQWURLGVXPRIDOOSHUPLVVLRQ¶VYDOXHVLHN  
,QWKLVZD\RWKHUGLIIHUHQWIDPLOLHVRIFOXVWHUVZLOOEHFUHDWHG7KHYDOXHRIHYHU\DSSVDQGLWVGLVWDQFHWRHYHU\






3.4. Classification of Permission 



















,Q RUGHU WR FDOFXODWH WKH SUREDELOLW\ RI DQ\ DSS EHLQJ PDOLFLRXV RU EHQLJQ D GDWDVHW KDV EHHQ FRQVWUXFWHG
FRQVLGHULQJWZRPDMRUDWWULEXWHVRIDSSOLFDWLRQVVXFKDVWKHFOXVWHUQXPEHUDQGWKHVHWRISHUPLVVLRQ¶VFRPELQDWLRQV
RFFXUULQJLQDSDUWLFXODUFOXVWHU(DFKSRVVLEOHSHUPLVVLRQ¶VFRPELQDWLRQKDVEHHQDVVLJQHGWRRQHRIWKHWZRFODVVHV









-DYDSURJUDPPLQJ ODQJXDJH7KHHQWLUHGHYHORSPHQW HQYLURQPHQW LV VHWXSXVLQJ$QGURLG6'. -HOO\%HDQ
$QGURLG 'HYHORSPHQW 7RROV $'7 YHUVLRQ  DQG WKH (FOLSVH ,'( IRU -DYD (( 'HYHORSHUV DQG WHVWHG RQ
%OXH6WDFNV$SSV3OD\HU$QGURLG64/LWHKDVEHHQXVHGWRFDUU\RXWGDWDEDVHKDQGOLQJWDVN7KHIROORZLQJVDPSOHV
RI PDOLFLRXV DSSOLFDWLRQV DUH XVHG IRU WHVWLQJ 'RJ:DU 7URMDQ ,&DOHQGDU 3UHPLXP 606 DQG 6XSHU6ROR
'URLG'UHDP>@
'RJ:DULVD63$07URMDQWKDWVHQGV606PHVVDJHVWRDOOFRQWDFWVIRXQGRQDGHYLFH>@,&DOHQGDUVHQGVD
606 PHVVDJH WR VXEVFULEH WKH XVHU WR D SUHPLXPUDWH 606 VHUYLFH LQ &KLQD ZLWKRXW WKHLU DXWKRUL]DWLRQ RU
NQRZOHGJHDQGEORFNVDQ\LQFRPLQJGHOLYHU\UHSRUWVIURPWKHQXPEHUVRWKDWWKHYLFWLPGRHVQRWJHWDQ\UHVSRQVH
UHJDUGLQJ WKH 606 WKDW WKH DSSOLFDWLRQ VHQGV LQ WKH EDFNJURXQG >@ 6XSHU6ROR LV D 7URMDQ WKDW OHYHUDJHV URRW
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x $IWHU FOLFNLQJ RQ D SDUWLFXODU DSSOLFDWLRQ RQ WKH OLVW WKH LQIRUPDWLRQ VXFK DV WKH QDPH RI DQ DSSOLFDWLRQ
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x 7KHFOXVWHUWRZKLFKDQDSSOLFDWLRQEHORQJVLVDOVRIODJJHGWKURXJKDPHVVDJH7KHDSSOLFDWLRQ¶VLQIRUPDWLRQRI
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$YDVW $QWLYLUXV 0F$IHH .DVSHUVN\ DQG /RRNRXW 6HFXULW\ DQG $QWLYLUXV >@ WR ILQG RXW KRZ DFFXUDWHO\ RXU
V\VWHPGLVWLQJXLVKHVWKHPDOZDUHVDPSOHVWKDWDUHFRQVLGHUHGIRUWHVWLQJIURPWKHEHQLJQDSSOLFDWLRQV
7DEOH&RPSDUDWLYH6WXG\
6U1R 0DOZDUHV $YDVW0F$IHH /RRNRXW .DUVSHUVN\ $QGURLG$SSOLFDWLRQ$QDO\]HU
 6XSHU6ROR 9 9 9 9
 'RJZDU 9 8 9 9
 ,&DOHQGDU 9 9 8 9
2XUV\VWHPKDVFODVVLILHGPRVWRIWKHPDOZDUHVDSSOLFDWLRQVFRUUHFWO\ZKLFKDUHDOVRGHWHFWHGDVPDOZDUHVE\WKH
RWKHU DQWLPDOZDUH DSSV+RZHYHU DOO WKH DQWLPDOZDUHV DSSV UHTXLUHV DQ XSGDWHG GDWDEDVH RI NQRZQPDOZDUH¶V









7KH VHFRQG GUDZEDFN LV WKDW WKH VHDUFKLQJ RI VLJQDWXUHV IURP WKH GDWDEDVH LV WLPH FRQVXPLQJ DQG XVHUV DUH
DOZD\VUHTXLUHGWRXSGDWHWKHLUDQWLPDOZDUHDSSV+HQFHRXUV\VWHPLVPRUHDFFXUDWHLQFODVVLI\LQJZKHWKHUDQDSS
LVDPDOZDUHRUDEHQLJQDQGLWGRHVQ¶WUHTXLUHXSGDWLQJWKHVLJQDWXUHVRIPDOZDUHVRQOLQHDQGFDQEHXVHGRIIOLQH
















6HFXUH$QGURLG$SSOLFDWLRQV  $'06$Q$SSOLFDWLRQ'HYHORSPHQW DQG0DQDJHPHQW 6\VWHP ,QQRYDWLYH0RELOH DQG ,QWHUQHW
6HUYLFHVLQ8ELTXLWRXV&RPSXWLQJ,0,66L[WK,QWHUQDWLRQDO&RQIHUHQFHRQYROQRSS-XO\
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>@ *KRUEDQLDQ 0 6KDQPXJDP % 1DUD\DQVDP\ * ,GULV 1% 6LJQDWXUHEDVHG K\EULG ,QWUXVLRQ GHWHFWLRQ V\VWHP +,'6 IRU





>@ :HL 7DQJ*XDQJ -LQ -LDPLQJ+H;LDQOLDQJ -LDQJ ([WHQGLQJ$QGURLG 6HFXULW\ (QIRUFHPHQWZLWK D 6HFXULW\'LVWDQFH0RGHO
,QWHUQHW7HFKQRORJ\DQG$SSOLFDWLRQVL7$3,QWHUQDWLRQDO&RQIHUHQFHRQYROQRSS$XJ










>@ * 'LQL )0DUWLQHOOL $ 6DUDFLQR ' 6JDQGXUUD 0$'$0 D 0XOWL/HYHO $QRPDO\ 'HWHFWRU IRU $QGURLG 0DOZDUH &RPSXWHU
1HWZRUN6HFXULW\/HFWXUH1RWHVLQ&RPSXWHU6FLHQFH9ROXPHSS
>@ .0HDQV&OXVWHULQJ³$7XWRULDORQ&OXVWHULQJ$OJRULWKPV´KWWSKRPHGHLESROLPLLWPDWWHXFF&OXVWHULQJWXWRULDOBKWPONPHDQVKWPO




>@ 3&:RUOG ³6\PDQWHF )LQGV 5RJXH 'RJ :DUV $QGURLG $SS ZLWK +DFNWLYLVW $JHQGD´ 2QOLQH $YDLODEOH
KWWSZZZSFZRUOGFRPDUWLFOHV\PDQWHFBILQGVBURJXHBGRJBZDUVBDQGURLGBDSSBZLWKBKDFNWLYLVWBDJHQGDKWPO
>@ /RRNRXW %ORJ ³6HFXULW\ $OHUW =VRQH 7URMDQ IRXQG LQ $QGURLG 0DUNHW´ 2QOLQH $YDLODEOH
KWWSVEORJORRNRXWFRPEORJVHFXULW\DOHUW]VRQHWURMDQIRXQGLQDQGURLGPDUNHW
>@ 9LUXV %XOOHWLQ´&RYHULQJ WKH *OREDO 7KUHDW /DQGVFDSH 'URLGGUHDP 0DOZDUH´ 2QOLQH $YDLODEOH
KWWSV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